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Abstract
Due to a massive rise in data breaches caused by
negligent information systems users, organizations aim
at deploying measures that help make people more
aware of potential cybersecurity risks. One means to
raise security awareness amongst coworkers is sharing
information security incident experience. Yet, many
employees refrain from speaking up. Organizations,
therefore, must understand what motivates their
workforce to open up and share experiences. Empirical
results based on a survey with 385 respondents indicate
that intrinsic motivators like strengthening the
collaboration with coworkers enhance employees’
sharing behavior. In contrast, extrinsic motivators such
as monetary incentives or promotion opportunities do
the opposite. Interestingly, outcome expectations differ
significantly for gender. Our results are of high
relevance for practitioners, as understanding
employees’ security incident experience sharing
behavior can help to properly incentivize individuals to
communicate their incident experience and mitigate the
likelihood of future information security breaches.

1. Introduction
Information security breaches have become a daily
reality affecting large and small enterprises alike. A
number of recent studies indicate that the majority of
incidents is ascribable to human error [27, 57].
Employees might fall for phishing e-mails, download
malware, send sensitive information, or transfer money
[36, 71, 76]. Hence, technical solutions alone cannot
secure an organizations’ business anymore. Today’s
companies thus thrive heavily to employ security
measures that prevent their employees from performing
actions that might put organizational assets at risk [58,
68] and also help to learn from their colleagues’
mistakes [31].
Following Tatu et al. [67], sharing information
security incident experience works as a means to raise
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security awareness amongst coworkers as they gain both
knowledge and expertise. It furthermore provides
multiple learning opportunities, encourages coworkers
to question certain behaviors, and helps to develop
strategies and alter practices to prevent making the same
mistakes again and again [1, 66, 67]. Information
security awareness (ISA), in turn, is directly related to
an employees’ intention to comply with security rules
and guidelines [15]. Hence, sharing incident experience
can not only raise awareness about potential security
risks but also promote information security policy
compliance.
However, aside from legal requirements to notify
customers and other parties about security breaches,
employees are often very cautious when it comes to
speaking up about incident experience and failures [26,
31, 67]. They might fear negative consequences for their
status, self-image, or career [42]. Thus, it becomes
crucial for organizations to understand what motivates
individuals to help transform an episodic event into
organizational knowledge and establish a culture of
awareness and learning. Consequently, this study
addresses the following research question:
How do outcome expectations shape an
individuals’ intention to share information security
incident experience?
To the best of our knowledge, we are the first to
examine the relationship between motivational factors,
information security incident experience sharing. By
doing so, we can obtain a comprehensive understanding
of an individuals’ incident sharing behavior, which
seems imperative for several reasons: First, current
figures suggest that the likelihood of data breaches
caused by negligent insiders is still increasing [57].
Second, through experience sharing individuals can
gain important insights, which help increase their
information security awareness [1, 67] and thus mitigate
the probability of causing another data breach [61, 63].
Third, by understanding the role of outcome
expectations, organizations are able to even better
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promote experience sharing initiatives and, in a broader
sense, foster information security awareness.
This paper continues as follows: The next section
provides the theoretical foundation for our research,
first, surveying the literature on security awareness and
motivation, including social cognitive theory and social
exchange theory, and, second, deriving our research
hypotheses. In section 3, we give details on our
methodological procedure, the data collection, and the
subsequent analysis. Section 4 presents the results of the
empirical study with 385 employees. Section 5
discusses the contributions and limitations of this study,
and section 6 eventually concludes.

2. Theoretical background
Nearly two decades ago, organizations began to
realize that information security does not only depend
on technical solutions but also on its users and their
compliance with rules and regulations [74]. Ever since,
they give attention to measures that would help train
their employees’ awareness of what actions can lead to
better protection of information systems [15, 60].
Information security awareness is a basic understanding
of security threats and risks and involves knowing how
to react when encountering a security issue [74]. One
promising approach is sharing incident experience
because it helps to gain both knowledge and expertise
[1, 31, 67] and encourages employees to speak up and
question certain behaviors eventually leading to higher
awareness among the entire workforce [1].
This is in line with organizational theories saying
that people can benefit from the experiences of others
[7]. In everyday situations, plenty of opportunities occur
in which one can either observe the behavior of others
or is told about what others have experienced. The
sharing of personal experience is part of many everyday
conversations [54]. It serves as a means of sharing news,
entertaining, and displaying ones’ resistance to troubles.
In an information security context, communicating
incident experience acts as a social learning strategy as
it helps employees gain new insights from their
coworkers’ previous experience with incidents [67]. In
this study, we equate information security experience
sharing with recapitulating unique experience obtained
by direct exposure to a security incident and willingly
sharing it. Sharing information security experience then
results in joint ownership of a specific experience.

2.1. Motivational orientation
Motivation has been proven to significantly affect
behavior, which is why it has become subject to
investigations by researchers from various fields [3, 25,
44, 70]. They have identified several classes of

motivation, namely extrinsic and intrinsic motivation as
well as amotivation, which influence the intentions of
individuals [23, 28, 63]. While individuals are said to be
extrinsically motivated when they perform a particular
activity only when receiving some sort of external
rewards, intrinsic motivation originates from inside the
individuals [24]. Prior information systems research
revealed that motivation exerts a significant influence
on individuals’ acceptance of new technologies [2, 23,
43] as well as their intentions to share knowledge [3, 18,
44]. With regard to information security, protection
motivation theory and self-determination theory help to
explain information security policy compliance and
security misbehavior [4, 51, 62]; the impact of cognitive
factors on information security incident sharing,
however, remains unexplored.
According to social cognitive theory [8], most of
the actions individuals perform are shaped by their
expectations [18]. As a result, they preferably engage in
behaviors that promise to be rewarded or lead to
favorable outcomes than in undertaking behaviors that
have unfavorable consequences [8, 20]. Support for this
notion comes from a study of knowledge sharing in
virtual communities [18]. The authors show that
personal and community-related outcome expectations
shape the quantity as well as the quality of knowledge
shared. Outcome expectations encompass building up
one’s reputation, strengthening collaboration, and
feeling a sense of accomplishment. Community-related
outcome expectations include, for instance, helping the
company to grow and helping enrich the communities’
knowledge base.
Paroutis and Al Saleh find individuals to engage in
knowledge sharing when they feel their actions to be
appreciated [56]. This is in line with social exchange
theory [11], which posits that individuals interact with
one another when expecting beneficial outcomes, such
as social rewards. Social rewards comprise reputation,
status, respect, and social image. Several studies
confirm that individuals engage in knowledge sharing
when perceiving that doing so is being approved by their
peers, enhances their professional reputation, or helps
them to present themselves in a positive light [17, 59,
72].
For a long time, external incentives such as
monetary rewards have been viewed as undermining
intrinsic motivation and doing more harm than good [33,
75]. In recent years, however, this view has shifted.
Researchers found evidence that extrinsic motivators
can even have positive consequences [16, 32]. Looking
at knowledge sharing as the outcome of extrinsic
motivation, Cabrera et al. find a positive relationship
between extrinsic rewards and knowledge sharing [16].
In contrast, Bock et al. view rewards as detrimental to
knowledge sharing [14].
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2.2. Hypotheses
As no previous research has linked motivation,
information security incident experience sharing
behavior, and information security awareness, we draw
from a combination of sources. Preliminary, we describe
the motivators that seem to be of relevance for sharing
incident experience, thereby building on social
cognitive theory and social exchange theory. Where
possible, we try to back up the proposed relationships
between motivational factors, information security
incident sharing, and security awareness with empirical
research findings. We present our research model below
(see Figure 1).

Figure 1. Research model

As employees’ awareness about information
security is a crucial task for organizations to
successfully mitigate information security risks [63],
understanding how to motivate them to share their
incident experience becomes requisite. According to
social cognitive theory, outcome expectations shape an
individual’s actions. Generally, this implies that people
act in such a way that they believe that it will be
rewarded [18]. Following Compeau and Higgins [20]
and Chiu et al. [18], we expect employees to have
various outcome-related expectations that shape their
intention to share information security incident
experience. We distinguish between extrinsic and
intrinsic outcome expectations. Extrinsic outcome
expectations refer to organizational incentives, such as
bonus payments, promotions, and job security [18, 44].
Intrinsic outcome expectations, however, encompass

strengthening one’s reputation, feeling a sense of
accomplishment, and fostering collaboration with
coworkers [18].
Intrinsic outcome expectations tend to have a
positive effect on sharing initiatives [16]. For example,
Anderson and Shirako acknowledge that an individuals'
reputation is always related to a specific context; here
the working context [5]. One way of developing a
reputation is through interaction [19, 72]. From this
perspective, people share their incident experience
because they expect that sharing will be valued by
others, which in turn positively impacts their own
reputation [67]. At the same time, they feel that by
sharing their incident experience they prevent others
from making the same mistakes de novo, which gives
them a sense of accomplishment.
Findings regarding the impact of extrinsic
motivators are opposing: Cabrera et al. find a moderate
positive effect [17], while Bock et al. find such rewards
to negatively affect knowledge sharing intentions [14].
Within social network sites, Zhao et al. find extrinsic
motivators to work better with inactive members [77].
In an information security context, we expect extrinsic
outcome expectations to have a positive impact on
sharing incident stories because they convey the
message that such behavior is valued and appreciated.
Furthermore, we assume that chances for promotion,
such as becoming a security ambassador, may increase
the enjoyment of helping coworkers and raising security
awareness. Increased job security may also increase
employees' willingness to expand their coworkers'
horizons, even at their own expense. That is because
employees do not have to worry about being fired when
causing a security breach [76] or evaluated by security
adherence [5]. Having no extrinsic rewards for sharing
in place, especially when employees come forward at
their expenses, may spawn negative feelings. Building
on the above, we hypothesize:
H1a: Extrinsic outcome expectations positively
affect the intention to share information security
incident experience.
H1b: Intrinsic outcome expectations positively
affect the intention to share information security
incident experience.
Extant research has confirmed that security
awareness is one of the most important drivers of
security behaviors [15, 41]. ISA, for instance, enhances
information security policy compliance [15] and
decreases information systems misuse [22]. That is
because employees scoring high on security awareness
tend to have a comprehensive understanding of security
threats and, at best, are highly committed to their
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organization’s security goals [15, 65]. Furthermore,
they better understand how they could assist their
coworkers [39, 41]. In a recent field study, Jaeger and
Eckhardt showed that security-aware employees are
more likely to support less capable coworkers in
protecting organizational assets [41]. Hence, we expect
employees with higher information security awareness
to share their incident experience because they
understand that sharing helps their colleagues to better
assess potential information security threats. As a result,
overall security awareness increases:
H2: Information security awareness is positively
related to the intention to share information security
incident experience.

3. Methodology
Here, we provide details on the data collection
procedure, the sample characteristics, and the employed
research measures. To examine whether extrinsic and
intrinsic outcome expectations influence the
information security experience sharing behavior of
individuals, we collected survey data of 385 employees
whom we recruited from a large online labor market. To
test this relationship, we built a structural model.

3.1. Data collection
We surveyed 385 employees from a subject pool of
a large online labor market in Germany. Accessing
online labor markets to recruit participants is widely
accepted in scientific research [55], as the data obtained
from these samples turns out to be both internally and
externally valid [10]. Moreover, studies show that
respondents from online labor markets are usually even
more diverse than student or internet samples [14, 37].
In order to examine the impact of motivational
orientation on experience sharing behavior of
employees, we filtered out all subjects who are currently
not employed. Implanting an additional sentry, we
measured the time respondents needed for survey
completion and removed all data sets with an unduly
low duration. As proposed by Lowry et al. [45], rewards
for completing the survey were roughly equivalent to
minimum wages in Germany. To affirm the accuracy of
responses, we randomly used reverse-coded questions
[45]. After having applied the controls, a total of 348 out
of the collected 385 were kept for analysis.
Table 1 portrays the sample demographics. 56.9%
of the participants were males. The respondents' age
ranged from 18 for the youngest to 70 for the oldest,
leading to an average of 38.0 years. Except for one, all
of the participants graduated at least from high school.
More than half of them have a university degree, which

points to a relatively high education level. Apart from
that, most of the respondents are employees with a
working experience of more than 15 years. Participants
spread almost evenly over all industries, with most of
them belonging to the IT-sector (13.5%), financial
services (12.6%), and education (9.8%).
Table 1. Sample characteristics
Gender
Male

198 (56.9%)

Female

148 (42.5%)

Diverse

2 (0.6%)

Position
Employees (without managing
responsibilities)
Department Manager

261 (75.0%)
28 (8.0%)

Managing Director

21 (6.0%)

Others

38 (10.9%)

University Degree

180 (51.7%)

No University Degree

168 (48.3%)

Educational Level

3.2. Measurement
To measure the different constructs, we draw on
existing scales and adjusted them to fit the information
security experience sharing context. Table 2 provides an
overview of the used items.
Extrinsic outcome expectations. We utilized the
expected organizational scale from Lin [44], which
included expectations of promotion, job security, or
monetary incentives. Respondents rated how much they
agreed with each of the items on a 5-point Likert scale
ranging from 1 (“strongly disagree”) to 5 (“strongly
agree”).
Intrinsic outcome expectations. We adapted the
outcome expectations scale of Chiu et al. [18] to assess
the level of intrinsic motivation. It entails reputation, a
sense of accomplishment, and better cooperation
between coworkers. Again, we asked respondents to rate
the items on a 5-point Likert scale ranging from 1
(“strongly disagree”) to 5 (“strongly agree”).
Sharing intention. Assessing whether participants
are willing to share their information security incident
experience, we asked them to rate their sharing intention
on a scale ranging from 1 (“strongly disagree”) to 5
(“strongly agree”). Measuring the intention of
performing actions is widely accepted in information
systems research, as intentions are a good predictor of
individuals’ actual behavior [29]. Besides, several
studies with regard to information security have proven
that intention and behavior are closely related [15].
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Intention

Information Security
Awareness

Intrinsic Outcome
Expectations

Extrinsic Outcome
Expectations

Information security awareness. We used the
general information security awareness scale of
Bulgurcu et al. [15] to assess whether participants
perceive to have sufficient knowledge about potential
security risks.
Demographic information. Participants were asked
to report their age in years and their highest level of
education. We also asked them to report on the average
time of daily IT use and their working experience (in
years). Furthermore, respondents stated if a security
incident has ever happened to them.

ex1

ex2

ex3

in1

in2

in3

isa1

isa2

isa3

int

Table 2. List of items
I will receive a higher bonus in
return for sharing my information
security incident experience.
I will receive increased promotion
opportunities in return for sharing
my information security incident
experience.
I will receive increased job security
in return for sharing my information
security incident experience.
Sharing my information security
incident experience can build up my
reputation.
Sharing my information security
incident experience will give me a
sense of accomplishment.
Sharing my information security
incident experience will enable me
to gain better cooperation with my
coworkers.
Overall, I am aware of the potential
security threats and their negative
consequences.
I
understand
the
concerns
regarding information security and
the risks they pose in general.
I have sufficient knowledge about
the cost of potential security
problems.
I will share my information security
incident experience with my
colleagues.

4. Results
Executing IBM SPSS Statistics 27, we first checked
the reliability of our constructs. All factors except for
security awareness showed a Cronbach’s alpha above
0.8, which is good [21]. Hence, we took a closer look at
ISA and eliminated one item (isa3) for an increase of
Cronbach’s alpha to 0.822. Afterward, we performed an
exploratory factor analysis (EFA). An EFA allows the
validation of the constructs [73]. We used maximum

likelihood for our extraction method. KMO (0.746) and
Bartlett’s Test of Sphericity revealed sampling
adequacy. Factor loadings of the items sat above the
recommended minimum value of 0.4 [35]. We also
checked for composite reliability, which was above the
threshold of 0.7 [30] for all constructs. The average
variance extracted (AVE) was above 0.5 for all latent
constructs. To further investigate our constructs'
discriminant validity, we applied the Fornell-Larcker
criterion and compared the square root of the AVE with
the correlations between constructs – we found no
validity issues.
Next, we conducted a confirmatory factor analysis
(CFA) to approve the structure identified in the EFA.
For conducting the CFA, we ran SPSS Amos 27. To
control for common method bias [47], we used a
common latent factor (CLF). For large differences in
regression weights for the model with and without CLF,
we retained CLF as we moved on with structural
equation modeling to diagnose the relationship of
expectations, information security incident experience
sharing, as well as security awareness. Extrinsic and
intrinsic motivators are supposed to relate to one’s
intention to share personal information security incident
experience, which, in turn, shall affect information
security awareness. To test this relationship, we built a
structural model. Comparing the model fit indices
against the recommended thresholds [35, 40] confirmed
the model's excellent fit (see Table 3).
Table 3. Fit indices of the research model
Model Characteristics (Acceptable
Fit Index
Threshold[35])
χ2 / df
1.795 (<3.00)
CFI

0.969 (>0.92)

TLI

0.958 (>0.92)

RMSEA

0.048 ( if CFI >0.92: <0.07)

SRMR

0.057 ( if CFI >0.92: <0.08)

All of the proposed paths are significant (see
Figure 2). Thereby, the model confirms our expectation
that extrinsic and intrinsic outcome expectations affect
one’s intention to share information security incident
experience. Specifically, intrinsic motivators work
better to enhance incident experience sharing than
extrinsic motivators like monetary incentives.
Interestingly, gender has a significant effect on both
extrinsic and intrinsic motivation. The educational level
of participants just significantly affects extrinsic but not
intrinsic outcome expectations. We find no age effects
with regard to extrinsic and intrinsic motivators,
respectively.
To test whether prior incident experience impacts
the relationship between outcome expectations and
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sharing intention, we performed a group analysis. We
find that the negative relationship between extrinsic
outcome expectations and experience sharing is stronger
for those with no prior incident experience (-0.14 vs.
-0.22; p < 0.027). No group differences were found for
the path between intrinsic outcome expectations and
sharing intentions.

6. Discussion
The purpose of this research is to gain a greater
understanding of what motivates individuals to share
information security incident experiences with
coworkers. With reference to our research question, we
surveyed 385 participants and found that particular
kinds of motivation can enhance the sharing of
information security incident experience. As a result,
this study provides important contributions to theory as
we present detailed empirical findings on how outcome
expectations influence an individuals’ intention to share
experience about security incidents. Besides, our work
provides practitioners with new insights on how to raise
information security awareness amongst employees.
Our final sections will discuss implications for
information security researchers and practitioners as
well as limitations and future research endeavors.

Figure 2. Research results

6.1. Contributions and implications
To our knowledge, we are the first to delineate that
extrinsic and intrinsic outcome expectations

significantly influence an individual’s intention to share
information security incident experience. Ergo, our
work adds to the emerging body of research that
highlights the impact of individualistic traits in the
information security context [49, 64, 69]. Furthermore,
it provides support for the social cognitive theory
perspective on information security experience sharing.
The effect of intrinsic outcome expectations on
information security incident experience sharing is as
expected: When incentivized by intrinsic motivators,
people tend to share more. As stated above, this is in line
with findings from the field of knowledge management.
Wasko and Faraj, for instance, find individuals who
wish to enhance their reputation to share knowledge in
online networks [72]. Cheung and Lee furnish
additional evidence that reputation is a strong motivator
for consumers to engage more in knowledge sharing
activities [17]. This is in line with the reputation
enhancement theory suggesting that individuals
develop, maintain, and protect the image they wish
others to have of them [19]. One way of managing one’s
impression is by what one tells other people [19]. From
this perspective, employees would decide to share their
experience because they feel doing so will present
themselves in a favorable light [67].
Opposed to our expectations, individuals will share
less information security incident experience when
incentivized by extrinsic motivators. One possibility is
that even expected promotion or bonus opportunities
cannot rule out their fear of negative consequences
when sharing information security incident experience
with their coworkers, especially when responsible for
the incident. This corresponds with findings by
Michailova and Husted [52], who examined the
knowledge sharing behavior of Russian employees and
revealed that sharing could backfire and put jobs in
jeopardy. We assume extrinsic rewards might rule out
the intrinsic motivation to help others. Evidence is
provided by Guhr et al. [34], who suggest that
incentivizing individuals who are not motivated to
behave in a certain way may rebound. Instead of
motivating unwilling employees, extrinsic rewards may
supersede their intrinsic motivation and undermine their
enjoyment in helping workmates [75].
The level of security awareness plays a significant
role for sharing incident experience. The more aware
employees are, the higher their intention to share an
incident experience. Support comes from Jaeger and
Eckhardt [41], who state that conscious employees have
a better understanding of how to aid their colleagues in
security matters.
Another absorbing finding is that gender relates
negatively to outcome expectations, meaning that
women respond less to either kind of motivation. This is
contrary to social role theory, positing that women
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typically focus on cooperation while men act openly
competitive [46]. In the information security context, we
find female workers to not respond to intrinsic outcome
expectations like cooperation. Sharing incident
experience seems to be something they do not value
intrinsically. One explanation comes with research
suggesting that men performing male-oriented tasks
rather ask for feedback [53]. Since information security
is traditionally considered a male-oriented domain [50],
men might more likely share information security
experience, ask their peers for feedback, and strengthen
cooperation. Besides, first studies in the field of
information security reveal gender differences. Anwar
et al., for instance, examine the relationship between
gender and information security beliefs and behavior
[6]. Their results indicate that women report lower
levels of self-efficacy than men, which might be a
reason for not being motivated to share their incident
experience.
The educational level is also negatively linked to
motivation; however, only the path from education to
extrinsic outcome expectations is significant, meaning
that adults with higher educational levels will respond
less to extrinsic outcome expectations. It seems that
high-skilled participants feel that incentives like
bonuses and promotion opportunities are not necessary.
Some practical implications can be drawn from our
findings and provide information security practitioners
with some guidelines for sharing strategies. First, we
advise organizations to mind individual differences
regarding incident experience sharing. This may be
principally reasonable, as preceding research has
revealed that experience sharing helps increase
information security awareness among coworkers [67],
which mitigates the risk of becoming a victim of
cybercriminals. Besides this, sharing insights helps
develop and adjust activities to prevent others from
making the same mistakes [66, 67].
Second, we suggest organizations reflect particular
extrinsic reward systems when developing sharing
initiatives as employees are more willing to engage in
experience sharing when not incentivized by extrinsic
motivational factors.
Third, information security experience sharing
creates value for organizations by helping their
employees resolve a problem or protect themselves
against cyberattacks. We highly advise organizations to
collect such stories, as incident experience provides an
excellent learning opportunity [7, 9, 12]. Narratives
about other people's information security experience
could function as a promoter for avoiding making the
same mistakes de novo. Organizations could provide
their employees with a platform on which they can share
learning situations.

Forth, in order to raise security awareness among
the entire workforce, managers in charge may want to
identify employees who already have higher security
awareness and assess whether they are extraordinarily
interested in information security. If so, they could be
assigned to a mentoring program [41].

6.2. Limitations and future research
Despite our contributions, some limitations should
be acknowledged. First, this study is the first to test the
relationship between motivation, information security
incident experience, and awareness. Therewith,
reexamination is needed. Second, we only focus on a
few motivational factors as determinants of information
security sharing behavior. Other behavioral elements
might play a role but are not considered here. A
subsequent study may integrate hedonism, reciprocity,
obligation, or subjective norms, which may also work as
motivators in the context of information security
experience sharing. Another limitation is that this study
was conducted in a particular culture. Testing across
various cultures may clarify whether our results differ
across countries and, thus, improve the external validity
of our results.
Another promising research approach is to use
longitudinal data to examine whether our findings are
stable over time. Further studies could also analyze the
costs associated with revealing security failures to
coworkers. Such research will help to understand why
employees refrain from sharing experience. Taking their
employees’ personalities into account would also of
interest for companies who wish to advance experience
sharing initiatives. Then they would have the chance to
compose working units according to their employees’
personalities [48]. The selection of employees could be
based upon self-reports. Organizations can foster
experience sharing by recognizing the personality of
their employees and pick those who actively engage in
experience sharing. This might encourage others to
follow, as we know from previous research how
important role models are for motivation [38].

7. Conclusion
Our work is the earliest to empirically investigate
how motivational factors influence an individuals’
intention to share information security incident
experience. With data collected from a large online
labor market, this study unveils that extrinsic and
intrinsic outcome expectations can either inhibit or
promote the sharing of incident experience, thereby
providing a perspective for practitioners who try to
increase information security awareness through
sharing initiatives. Besides, we find motivational factors
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to work differently for male and female workers. Hence,
organizations desiring to secure their information
systems must be gender-aware. Otherwise, they will fail
to develop strategies that raise their workforce's security
awareness level and may also fail to prevent their
employees from making the same mistakes all over
again.
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